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Classic McEliece is stable:

• The McEliece cryptosystem has been stable for over 40 years now.
Nothing has changed in the asymptotics of OW-Passive security for McEliece.

• Classic McEliece inherits this impressive security history.
We follow McEliece’s original approach (binary Goppa codes) and use best
practices (e.g. implicit rejection) to obtain an IND-CCA2 secure KEM with a
tight QROM proof assuming OW-Passive security for original McEliece.

Stability 

Classic McEliece is the paramount conservative code-based encryption scheme. 
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Blue: McEliece.

Red: Lattices had 45% higher
security levels in 2010
than they have today.
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Classic McEliece also has a very large key, and a slow key generation algorithm.

How serious are these two issues in practice?

• We have been recommending parameter sets with 1MB keys.
More and more users will be able to afford 1MB keys. Average webpage size is
over 2MB now according to httparchive.org (≈ 55% growth rate since 2017).

• Having CCA security means that key pairs can be reused.
A long-term identity key is generated once and reused for any number of
ciphertexts. If forward secrecy is desired, once per hour, spend a fraction of a
second generating a new short-term key.

Performance 

Classic McEliece has the shortest ciphertext in the competition, and fast 
encapsulation/decapsulation algorithms. 
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• isdbitops: now a bigger CryptAttackTester project, available online.
This means there is now auditable computer-tested bit-operation counts for a
wide range of fully-defined attacks in a fully-defined model of computation.

• decoding formulas: now featuring formally verified proofs of correctness.

• networks: included by Adva in high-speed optical network. Encrypted layer 1
optical transport solutions (OTNsec) with 10-400 Gbit/s including BSI approval.

• hardware: Crypto4A uses Classic McEliece in all of its HSMs for three important
use cases (transfer of sensitive items), in hybrid mode.

• software: available in multiple libraries, such as Bouncy Castle,
classic-mceliece-rust, gcrypt-mceliece, libmceliece (now included in Debian),
liboqs, node-mceliece-nist, openssh-mceliece, and more.

• VPNs: (next slides)

Updates 
Various items to report with regards to use cases, analysis, and applications: 
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• networks: included by Adva in high-speed optical network. Encrypted layer 1 
optical transport solutions (OTNsec) with 10-400 Gbit/s including BSI approval. 

• hardware: Crypto4A uses Classic McEliece in all of its HSMs for three important 
use cases (transfer of sensitive items), in hybrid mode. 

• software: available in multiple libraries, such as Bouncy Castle, 
classic-mceliece-rust, gcrypt-mceliece, libmceliece (now included in Debian), 
liboqs, node-mceliece-nist, openssh-mceliece, and more. 
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Applications – MULLVAD VPN 
https: 
//mullvad.net/en/blog/2022/7/11/experimental-post-quantum-safe-vpn-tunnels/ 
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Applications – MULLVAD VPN 
https://mullvad.net/en/blog/stable-quantum-resistant-tunnels-in-the-app 
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Uses Classic McEliece for long-term keys, the foundation of security for identifying and
authenticating the server, as well as for encrypting data.

Uses Kyber just for forward secrecy: a break of the lattice system does not damage
security unless the attacker can also steal secret keys through, e.g., hardware theft.

Interestingly, trying to use a lattice system for the long-term keys would damage
efficiency, since ciphertexts are continually sent to those keys, while the keys
themselves are basically always cached.

Applications – ROSENPASS VPN 

https://rosenpass.eu/about/ 
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